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Job Description
Cybersecurity Consultant

Role Overview

Astro is looking for a Cybersecurity Consultant who can operate across both technical and advisory work.
This role is ideal for someone with a strong cybersecurity foundation, practical exposure to real-world
security environments, previous consulting experience, and the ability to translate technical findings into
business-relevant recommendations.

This is not an entry-level role, and it is not a senior strategy role. We are looking for someone who has
enough experience to engage credibly with clients, understand how cybersecurity programs actually
operate, and contribute meaningfully to assessments, advisory engagements, technical discussions, and
client deliverables.

The right person will be curious, practical, client-ready, and comfortable working across a range of
cybersecurity domains. They do not need to be a deep expert in every area, but they should be able to
quickly understand unfamiliar environments, ask the right questions, and help clients make better security
decisions.

A successful Cybersecurity Consultant in this role will be able to walk into a client environment, quickly
understand the business and technical context, ask thoughtful questions, identify meaningful risks, and
help turn complex information into clear recommendations.

Key Responsibilities

e Support and deliver cybersecurity consulting engagements across areas such as security
assessments, program strategy, incident readiness, risk reduction, security operations, cloud
security, identity, data protection, vulnerability management, and control improvement.

e Participate in client interviews, workshops, discovery sessions, and working sessions to gather
technical, operational, and business context.

e Analyze client environments, security practices, maturity levels, risks, and control gaps.

e Translate technical observations into clear, practical, risk-based recommendations that are
understandable to both technical and business audiences.

e Contribute to the development of client-facing deliverables, including reports, presentations,
roadmaps, assessment summaries, executive briefings, and recommendations.

e Assist in the creation of cybersecurity strategies, improvement plans, tabletop exercises, incident
response readiness materials, and other advisory outputs.

o Research emerging threats, technologies, frameworks, regulatory drivers, and security trends to
support client work and internal capability development.

o Work collaboratively with other consultants, technical specialists, architects, and leadership to
deliver high-quality outcomes for clients.

e Help identify opportunities to improve client security programs beyond the immediate scope of an
engagement.

e Maintain a practical, business-aligned approach to cybersecurity, recognizing that
recommendations need to be realistic, prioritized, and achievable.
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Desired Experience & Capabilities

Broad baseline cybersecurity domain fluency: Able to engage across core cybersecurity domains,
synthesize technical and operational inputs, and translate broad domain knowledge into coherent,
risk-based strategies aligned to business priorities.

Hands-on technical foundation: Brings practical experience, even if not in the immediately
previous role, in incident response, threat hunting, offensive security, vulnerability management,
security operations, cloud security, or related technical security disciplines. Demonstrated
exposure to diverse environments and real risks is important. The ideal candidate has seen how
security works in practice, not just in theory, and understands how technical risk connects to
business impact.

Consulting presence: Comfortable leading client discussions, facilitating working sessions, asking
effective follow-up questions, and steering conversations toward clear outcomes while adapting
style based on the audience.

Self-starter: Readily able to research and digest unfamiliar technologies, threats, frameworks, and
business contexts using multiple sources, Al, and structured analysis to quickly build working
knowledge and deliver recommendations.

Quiality deliverable development: Produces clear, polished, and visually effective reports,
presentations, and narratives by using productivity, Al, and design tools to create deliverables.
Strong written and verbal communication skills, especially the ability to simplify complex topics
without oversimplifying the risk.

Comfortable working in environments where every client may be different, and where the answer
is not always obvious at the start of the engagement.

Ability to manage multiple priorities, contribute to multiple workstreams, and maintain attention to
detail.

Strong curiosity and willingness to learn new technologies, frameworks, industries, and security
challenges.

Comfortable using Al-enabled tools responsibly to accelerate research, analysis, documentation,
and deliverable development.

Familiarity with common cybersecurity frameworks and standards such as NIST CSF, CIS
Controls, 1ISO 27001, NIST 800-53, NIST 800-61, MITRE ATT&CK, or similar.

Ability to recognize when deeper technical expertise is needed and collaborate effectively with
specialists.

Preferred Certifications include but are not limited to; CISSP, CCSP, CISM, Al certifications such
as AAIR, GAIPS, and relevant SANs certifications.

What We Offer:

Salary range for this position: $110k-$135k

100% remote for most roles

100% company-paid comprehensive benefits package including medical, dental and vision
Unlimited PTO

Company laptop, firewall, and monitors for most roles

Annual in-person team retreat for top performers

Career development and training

Competitive salary based on experience, accomplishments and skill

Opportunity to work alongside some of the world’s most talented experts in cybersecurity
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